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NO.1 An administrator is attempting to recover from a power failure in the data center.
Which of the following is the BEST way to recover the servers?
A. Bring up the WINS server, the DNS server, then the web server
B. Bring up the web server, the time clock server, then the DHCP server
C. Bring up the backup tape server, the DNS server, then the web server
D. Bring up the active directory server, the DNS server, then the web server
Answer: D

NO.2 While considering security, which of the following is the BEST place for a public web server
accessible via the Internet?
A. Internal network
B. VLAN
C. VPN
D. DMZ
Answer: D

NO.3 In the process of installing new cables, a technician has to move existing cables to a new switch
in the datacenter.
After finishing the installation, the technician notices that the all of the servers using the existing
cables are no longer able to reach the network. Which of the following is the cause of this problem?
A. Port security
B. DNS failure
C. Drive failure
D. Proxy failure
Answer: A

NO.4 Which of the following will be used in smaller form factor servers to allow an additional
network interface card to be inserted parallel to the motherboard?
A. Ribbon cable
B. Riser
C. SATA controller
D. PCIe slot
Answer: B

NO.5 Which of the following protocols define the rules and processes used to transmit and receive
block storage applications over TCP/IP?
A. iSCSI
B. VoIP
C. Distributed Applications over IP
D. HTTPS
Answer: A

NO.6 Which of the following is the MOST important data retention consideration when creating a
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backup system?
A. Utilizing disk-to-disk clustering and hot site replication
B. If the GFS backup system will cover all potential data breaches
C. The process to move the data backup to an offsite location
D. The individual laws and legal requirements of the data
Answer: D

NO.7 A technician has been given a task to create a separate location for disaster recovery. The
company has very high uptime requirements and will lose money if there is any downtime. Which of
the following deployments should the technician consider?
A. Hot site
B. Warm site
C. Fault tolerant site
D. Cold site
Answer: A

NO.8 In a system with high CPU utilization, which of the following will help the MOST to minimize
the performance impact of parity overhead in RAID 5?
A. Use all SAS Drives
B. Triple Channel RAM
C. Use all Solid State Drives
D. Hardware RAID Controller
Answer: D

NO.9 A technician has been tasked with mapping a network drive to all the users in the company.
Which of the following should the technician do to BEST accomplish this task?
A. Create a logon script
B. Enable SNMP
C. Manually map the drive
D. Create a home drive
Answer: A

NO.10 Which of the following describes the difference between SATA and PATA?
A. SATA operates on a single channel.
B. PATA devices have three channels.
C. PATA devices have their own channel whereas SATA does not.
D. SATA devices have their own channel whereas PATA does not.
Answer: D

NO.11 A technician investigates a server with an internal RAID 5 array that has been reported down.
When looking at the console they find an error message stating: 'Operating System not found'. Which
of the following are likely causes of this error? (Select TWO).
A. Multiple hard drives have crashed
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B. The network is unplugged
C. A partition table has been corrupted
D. A single hard drive has crashed
E. OS install CD-ROM was left in the tray
Answer: A,C

NO.12 Which of the following server types allows resolution of domain names to IP addresses?
A. DHCP server
B. DNS server
C. Web server
D. VLAN server
Answer: B

NO.13 An administrator does not have console access to a Linux Server. Which of the following steps
could the administrator perform to reboot the system remotely?
A. Execute the reboot command remotely
B. Execute the shutdown command remotely with the reboot switch
C. SSH into the system, and then run shutdown -h as root
D. SSH into the system, and then run reboot as root
Answer: D

NO.14 When troubleshooting a problem on a server, which of the following is the industry best
practice?
A. Reseat all components
B. Replace the memory and CPU
C. Test each component one at a time
D. Reinstall TCP/IP
Answer: C

NO.15 A server administrator implements a solution that should fix an issue. Which of the following
should the administrator do NEXT in the troubleshooting process?
A. Notify users impacted by the problem
B. Verify full system functionality
C. Document the actions and outcomes
D. Identify the scope of the problem
Answer: B

NO.16 Which of the following protocols would be used to test if one host is reachable by another
host, by sending echo requests and waiting for echo replies?
A. SNMP
B. ICMP
C. TCP
D. UDP
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Answer: B

NO.17 Which of the following allows a user to choose the operating system to load?
A. Startup initialization
B. Boot loader
C. BIOS
D. POST
Answer: B

NO.18 After installing a new hard drive into a server for the purpose of mirroring the data from the
first drive to the second one, the server displays an "operating system not found" error. Which of the
following should the technician do to boot the server from the original drive?
A. Replace the second drive with a hot swappable one.
B. Swap the drive boot order in the BIOS.
C. Make the second disk active under the disk management tool.
D. Rebuild the array using the hardware RAID tool at boot.
Answer: B
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